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« NITOZa2Z5—23>XPHUAHFZFIEL. MENEWC 2R UIERanSERE LA
EIRDFT . H, HA 15 FZBFHEFRERARMORVNERDFET.

ERATER! R¥ERER "E

#ax 14 E%H EEOREMBA L. BBESTORMANBZSNTND

BEDELZTY ., BESFADERANBZSNTLRN

BaEE. fIShERDERT,

R LE 11 E%H
gl 18 E%H ECORERBH (. BBESTORMAMBZSNTND
7E#RB (AT>3> (F¥E | BEDOERTY. HSRESFADERMMBZ N TLRN
MRIERA > MBI DB/ | BEEE FISEIRDERT.
ZEHB/HIBRDHDIZE
[SEZEAEE 5 E%EH BIAZ(CHRERBERIRL ., FEHBERBXMLEE
(BZ) ho EEDEERERIBZTY.
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o FHEREBULAH. BEEHUAHDSSICHBERNEZRITUET,

RUERUAH BBEEHRUAHDBE MBENREFFEITUEEAEXME NTT IZ2 25—
>3>XDOBOX H—EXRZFALTELFUET. ROFIETIT7AILZZHEUTCVWEIREET,
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@ PEFTEA-IAXDURLZIIYOILT. BOX D Web BA MNFTIOTZALFT

® IT7AILAFD>O—-RICIE. HABCEHD/\RT—RZAALET

« BHUAHTEMNITDEDERDEDTT,
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6.4. HHEWVWSDOE - fERIKERM

o TFIUTATRIATFU—EIH—(CT. BESEINSDEBNVENDE S JUEEMKEZ RS

PEXD

o BEVEDEEF. BRCEHVEDETEDDEF 14FTEL, EBENTT L. &—AM Close &
RBIFTE. ROBEVEDERZT DI LEFTERZH, BOLDBRD B TLEREFT.

ZIEU. BIECREITBHBRBNEDEFTDRDTIEHDEEA.

o EEMKHEG. FERFICTERBTEBFEEG I HFETEL. FEMNTTU. —XAN Close £L133FT
(F. ROEREFEZ T D LEFTERVEH, BOKLDEMD BTV EREFT,

MICEIE - 8 (ERER
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BOXRE {51 FE FRAE
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PRI T—IR—FILDWERECLDCHATERNEES, —BHNCBEBVEHEERZITTERNE
BT nET,

6.5. WIE3Z{T

s TFIUTATRIATFU—EIH—(CT. BESEINSOBEOSBVEDEZRIFIITET.

BOXRH R4 HF FE ERAE
BRESEVEDYE | ARIN—R—FILZM : | ARIY— |- HECEIDISHEOEDE
244 24 [5fH 365 B IR—=5)L

MICEEE - T8 (FREFR
BR<) 9:00~17:00

XHRIT—K— DL OBERECEDTHATERNES, —BHICSHVADEEETI TERE
ARTEVET,

6.6. BEWSHERT - ERART/BIHTTE

o EERRERA. BOEDERMOMICTTEIUTERDET,

o BESIFLEOVODED FHRINV—IR—FILZNTUTITONE Y,

I5E MILTTiE

SEVEDE - BEESFNSDOEBNEDE . ARIIY—R—=FILD [HREVEDE] KD
BESFTICTT—RAER. BHEVEDEATZADWEZLESE, Fa1 U7 R
NAFU—E>H-—D5EIEZLET,

VEERAKIR s DRAII—R—2)LD EEMFR] MSEFCIEE, EFa VT 7RI
JU—t> A -TAETZHELFET.

- MRS WRASNEHBER [T—X] LUTERESNIO-XETEERS
NFE9, F—XEULTRESNZFER TR > MYBEENET.

- ERIKIR ] (CRMEN' DD HBEERMARETERNE, HANBIENET.

ERKIEORTE., 75— MIEDIZA. Microsoft NSDHEZT7 S — MK T DIBIRFERE(C
KO TCIMEEMIADTIE - AREOHEXT(C. 3EXANMNBHBENHDET,
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EERBEDHPTE, BIERTELEE (Severity F/E) DBA. £E7UTS— bOMEF T Y IF
FIRERBOMEER(CHUL. FRIREDORIE - AREOHEFTIC. 3EXEAMBEENHDR
a_o

<HBEVEDBICDVT>

e YFR—TRSOAR DB —EXRMAHRICETIMLWEDEICCEEWNZLET,

s YHR—ZR SOAR OFMIARICERE T DVVED B (ICTEEZ W LET,

e Microsoft &#aa/Sentinel HRAICEITIMVWVEDBIICEIEZETETE A, BESFTICTHRELICHR
WaEHELIZEY,

e BEETF Azure T bOOJICHETIBBVEDERCIECEETETFHA. Flo. BEEFE
Azure 7> hOOJDORBENBERBEVED R ICEZCEETEFHA.

* Threat Detection CFHIAK (CH(FDOTHHMY —/\—DIRTE - FABRFITREE A

« Threat Detection CHIAK(CHIFDOTNETEF 1 UT« T/ A XICETIBNVEDE(CH TS
EIEH L. OJDABFITAEE A

* YR —TRSOAR THRAE UL [FXL U EiEROEHZ MU H— & UTzA R bOFFEIC DUV THE
R UIZWEEIE 7 S — MABRDIEEMRBEZ SRRV ULET, 12720 MDTI THRElESNZ7 > —
NCBIL TIERABRMRIERDET,

6.7. TITHE@M (A>FF>Xi@EH)

T (A>FTF2R) OBAIG. HRIN—R—FILICHBELFET.

(1) FEXA>FF>X

s PRSFHEDHDIFEEEGE [AFTF2X] EUT, U—EXAREVLTERSNILESDE
AIDRERNREMERFGZHBIzUI L TERUET,

e NITOZa2=Z5—>3>XMREHIDIHRIV—R—FILIE. BAREBER 22:00~2HE
H6:00 (8Hff#]) FTZEATFRXT4>2RIOELTVET ., HEIFMECERN TS,
BREFENHRAIY—IR—BFIVCTOLCATETRMEEN DD FT . HHFMICEELIZAN
> hEHIE. AT FORD4 2 RO TRIGBRHIENE T,

« FAASTFIRAT4PROEMALT, NTTOZ21Z5—>3>X(F. BE8REO/N—>3>
7Y TOREEREDEEZITVET, NI PRIEEDMIGICDONTE NTTIZ21=5—
S XDHMBEEICBNT, AICLBIORASTF XD > ROT, /) FERRE DN
WEITWET,
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o AZTFTFIURIAZRIICTNIT AZ 2T —2a>AMMEEZITOHBE(E. 3 EXEBRIET
(CHREIY—MR—FIL L THEHICTFI>XENET,

s HRHIY—R—A)LIZ ServiceNow ZFIF L TL\DTzb. ServiceNow DA>FF > A 0fEE
(CKDTOLRTERWNEENDDFET . ServiceNow (FBHEF(IC 2 BF7YIF— B0, 1
HRZEECEF2UFT4 NNy FRUU-XENFET,

(2) BEAZFTF>OX

s BY—-EXTHAITDIIZIRYG—EX (ServiceNow) DA>FF > X(F NTTIA=1=5—
23 X(CTEREFEHEZI> MO TERWNSEENHDET . TDHEEEASTFIX
D+ > RODSADREHE TA ST F O ANEMESNDAIREMEN D FET .

¢« RIEEBEIDAZTFIRICDNTIE, BIEERERDEBLARIY—IR=FILETT7FIZ XL
ESE

(3) BESFAzure RIBICHI DA FTF2X

s B—EXTIRMHI B Playbook #EED/\—=3 > 77w THE KU Playbook h'&889 3 Client
Secret DEFHEEE LT, TNEN L EC L BIOATF ORI > ROZERKITET,

o ASTFIRIEECHBITDIBEIFHEFEDFRA. U—EXCHENHIFEIE N
F9., F/z. Playbook #EED/\—=3a> P v T ICDWTIFE 1 BT ERENDIDITTIEEHD
FtA.

e HY-EXRFEIRELFEAN. AFF2RAZEMIDIBEICIE. AFTFXERRD 2 E
MAIETICHRIN—IR—FILETTFIZRUET,

e Playbook. Client Secret UHDHEEZE Azure TF > bDAZFTFXICDWTIE. NTT O
=15 —23>XTEREBUERA. Microsoft #(CKD AT F 2 IANEMEENDATHEME (L
HBDFEIN, NTTOIZ2 523> ANBASFTF O RBAZITOZLEHDFERA,

6.8. #fEiEAN

s AHY—EXTEF. AY—EXTIRMHI S Playbook #EEDIEEMERERDIZHDEROS Y ISR
BZIRH UITHZED, R EOMEH (CHENRONDIEE ZARF U IIBE (L. BFEDIBAN
. DAII—IR—F)LICH/ELFET,

«  Ffz ServiceNow (DRIY—R—5)L) OHMEERZLERELUIZHBS(CE. DRIY—IR—FILD
HEDEAE B R— M NTBELUET .
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6.9. YiR—bhBA b

e AU—EXRBEHRYIMELT. NTTOZ2Z5—>3>X UiR— M1 MEAAUTVET,
https://support.ntt.com/wideangle-soar
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7. EEE1 - EEHR

7.1. EEHAEIR

7.1.1. SAE>XRCONT

o AH—BEXROHRIT—R—SJLIE. ServiceNow 1Y —EX&EFIFHL TULEIH,
ServiceNow ft &E BB F EOBICEZHIBFRIEE LU F A,

7.1.2. @m8ICDOWT

«  AHY—EXI(E. SLA (Service Level Agreement) ZHRELFEHA.

7.1.3. ZOCAEBRICDONT

* Microsoft Sentinel £ TCOEEERNFE. PLUART—EXTRBESINDIHRAIY—R—FIL\DIEE
ERRICDWVWTIE. BESHICTTE MLV, BHRICHINDBIER (ISPRIEZESHET) (F. K
H—EXEEFRICREL. CHEBICR>EEESENSTBRIENERENET,

7.1.4. ={EF AR

EREFAEEE 1 HAELFET,

o REFABEAICAY —ERICHH DO G o ILiBE (. BN S - BN SRIEF)
FEAEIR B E CTOHR (CHE T 3R - EXFIAREZ —1E LU THEILAWLWWCEEFET,

s AT 3 (CDVTIE. RIEFAEEEHDEE A

7.1.5. B&

o AY—EXORESHARN B MERICEHLET,

o YHAERCEGHARGA C—EREOFEKEL, EEERAREERIC—HEMEDFERELET.

«  AEENEE. ZHRBEEUEENEEANEH 2 AR L35S, ZiRIREE L < (3221
ZEHZSTCAOHERBRIDABLET . T, ZHEFEENMERAKREMBUR LD ES. 2
HEEREZSORADOREBEIDFHREULET,

s D -EXDHEOEENGOBE. HHADAENZHEID ULET.

o ZHOBBRELIUVT—EXDRELENG > IZADRLERNE. ZHFERS LURLEUEEROBEZS
E(CEHHADH BN ZETELET,
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s BEIFHEICLODAT-—EXMBAFTICTCHRDSERNEBZRCIINRN D> IZHBEF. K
H—EXDOREDREFWVZUEEA.

o WEIREFEFZEIFEOEFRT THICENOENINS D IHE(F. ZHNEFEDEEICELT
BRI EN S DI EEFTICEF UEEDE D [CDWTCENICEUCBRADSINVEEZLET .

*  Microsoft Azure (C@H(C(E Sentinel A2 Logic Apps ZEHF ) OFA(CT T BREE(E. K
H—EXDORECEFEFENFT LA, IESRSHICTHZIWWZZBHENSGDFET,

7.1.6. =ttt

e NITOZa2ZH—23>X(GE KF - LEEE - 12593y MMaEE - JOF IV IREDSEN
FEAEL, AT—EXZRMHT DT ENRHMGEEART - ERDO—EE 32Dz ILETD
ZENBDET,

« ServiceNow. Azure Lighthouse. Microsoft Sentinel £/Z(ZHE=ZFE Azure FF> ~, OTHh
R —/\—EELTZIHBE. NTT 22125 —2 3> X(EAY —EXDO—EFEZ (RSB DRHENT
SIRVEEN B DFET,

7.1.7. DAL

o ZIDMILIE. BESFNSEHUIAHZIEVWCHZED THRIZTDEDESETWEREEET.
ZIEU. ZOHERUVAHCMEN'SHDIZEIRE. BEDTERVENHDFT., Fe. HERDDT
EfE(E. CHARIRIF (OB TS [CREA] ZE> TRASBTLWEZEEFT,

7.1.8. ZHDEEIR

o BEIFENMART-—EROHARNICEBDEEZESETDORBFOMEICER UIzEE. NTTOIZ1Z
T—2 3> XN =EFTDENBDDET.

7.1.9. %8

e NITOZa2Z5—23>XEARY-ERZRREETRHITDIEDOTHD. Z2HEE. NTTI=2
ZO—2a> ARG —-EX(CDVWTIERMS., R BRM. B ZRIAITDIEDTIFRNS
EZETHELU, ZBREODEICHBVWTAT—ERZFRAITDIEDELET,

e NTTOZa2Z45—33>2X(E. ARHOEERE(CKDENENAT —EXZFATDCHIZD
NTT O35 —33> XT3 EERD> TVDRE. THRQEMUNDRIE. TR E DR
BEREEFEE (UTF. CORCHNT [HERE] LLWWET) ZEIDIHBETHOTCE. TDN
BREICEITIERICDODVTIEEIELERE A
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e NTTOZa21Z4—>3>2X(E. AY—EANEHAENOMIBOMRE CES. RAI. B RSA
SIRRERBHFEINCNICROFRA) (CEELTVNDZE. BIUHARES OIS THIHRIEET
HDZELCDVWTHISFREZTNT . ZHEE U BFEEZNEDIY FI1—F—(CLD3HAES D
BTOARTG—EXDFAFZEFEZNEEC U FEZNEDIY R1—Y—DREFT —FHXULERR
EFT—SYDOHAEHNN S BARERNDBER(C LD TRELULVHIRBEEICDVWTENTT I=Z1Z
T—23>XEFEFZENFEA.

«  Microsoft Sentinel. Microsoft Azure 8K NTT A=Z1=Z45—>3>XMERTD. 75— b
B, BEIL, LiR—b, #ABERSE. SERERER. BRTFD ITRIBZRAUILEDOT(ER
. BESFIMTRIETOMFZTE(CRIATDIEDTEHDFEA., BEZTOHIIR(C LD EMR
VW ERE (CHEVWRE UMM D BRICENTE, NTTIZ2 =25 -3 3> X(EER
ZEVWEEA.

e NITIZa=Z5—>3>2XEF AU—EINIRTOEF1 VT OB KEZIRI. HE(E
LT D ECDNTHISRIZITHNT . CNSICEAEL TENECIEENMRELIZELTEER
ZEWNFEE A

* Azure Lighthouse &7z (3 Microsoft Sentinel A'&{E L/IRL\Z & (Microsoft (CE2EI 9D Azure
Lighthouse &7z (& Microsoft Sentinel DARE&., EARIZEAHFINNICEDFEA) (T
HUTARY—EXMMRHETERONES. NTT IZ1 =25 —> 3> XEEFZAVFRA.

c PBETHXIBET. Microsoft Sentinel Z(ZUsHE LT Azure DFREEEEIT D EICKD. K
H—EXNERCRHTERIRBARENGDEFT, TTHELLZSV, (T—FOARTIDEEZE
EEI D, OVRFHHRIEZEE I S, Logic Apps DIREEZEEJ D, Playbook H77HD> MMC
MFA (ZEBZRPEL) ZHREIDIREZSHFEINNICROFEA)

o  LEDHBE. HEREDYDRUESBESTEETERWNZEBENSGDFTI., FLNTTIZ2
T3> XAITOBISENMME LD ITHEICE. FIERTIEENRENZUET,

7.1.10. b—EXDEELE

o AT-EXRF BESENSDRELEBACKIDARIZNEHRT URLENET.

7.2. BE5EH

7.2.1. ZHAICDOWT

o RHITIREHMEFIROERITEHESTOHM - BEELCSVWTITONDIEDEULFET.

11 playbook FB77HD> T MFA (BB &H/TEIDE. Playbook D—EBDMEENBMELIR<S TN E T,
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75— hEE, Yy aR— ROBRIEETORRCE U TRIEPRRERPRLEZITOIEDT(EHD
FEA.

REFZORTREUEFEMCEIDIBFEINTT IZ 225 —>3>X(CRELET, BESE
DWEMER(CIRD> THIREHEET I N BESHLSDE=E (A - LRI TEEEA

7.2.2. Y—EX2ROFEARFIAICDONT

CHIARIBES LUEER (OB T D [TREAD (F. *E7xh <wa-sac-customer@ntt.com>hH
SA—)VBHNEZTEIDT, CORAAZNEDA—INZETETIRIICLTLIZEE . F
oo XMz D> O RIDED/IRT— RE. BBUAHRFCEESH(CTH L ZWZED
ZEAUNTT IZ21 =5 —> 3> S@HEHRUERA.
HREIY—R—F)LDBEX(E. FEETH <nttcomsac@service-now.com>DA—)LF7 RL M
5. BRIMNESNET . AA—IINRMETEDLD(CHRESNDIRENHDFT .
ENEFELRME. SN0 BREBENMSRELET.
ENEE. HEENORENIN G - RN S Z T CENERERMARBAF TORILWEAB T
SHELFET,
BEHEERNSDEHEUIAHIEMD ITDZENHDET, FHTTHEILZS,
NTTO=Z21=Z5—33>X FaUT0 7 RIAHFU—t> 5K I(IC K DERZEBDMME:(CSZME
ZEEIHBETE. BESTOEBNMEILTDRED I X UFEH/IRDIzs. DR/BCP MiFZE 5
RVERAHI SR D TVET,
Microsoft Azure (BE=FEFF> ~). Microsoft 365 E5 Security, TF+a1 U &RERE,. O
It —)(—, ik, /Y>>, Y—){— 0S. 7TV —> 3> BHROLRRCET IRNED
B, BRURERECDNTIE. BRIFTTETEEA.

(ZHD> bOHERICDNT) ITEPRTFIEEDZD. BESETFT>2 bDTHI> hZESWZ
R<ENHDET,
H—EXDRMHE TR 7N D> MRIDZERZE LFEIDT, ECTITTRXTERNKDIC
ez HFENLET,
HIR78 E THIBENMMEIRISE (CIERZBMNSVWEE<BENSDFT.
Threat Detection ZHIA I DHZE(C(F. BESFDOLEF1UT«F /A X - OTFitH —/)(—D5%
ENEYSERESNTVDIREND DFT, BUICEHESNTULVRWEE(E, Threat Detection D
HEENEE CMELRWEENHDET,
Threat Detection ZHIA I DIZE(C(E. 75— bDEEZHZH NTT I=21 =25 -3 > X
THWHOS w7 (Microsoft Threat Intelligence Analytics) & ON (CF 3z, BUAAR> kO
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DEFEDBRHA T ISIAA ST —F—PHRILN PS—NL—=ILEATICT D720
HULET,

« OO w (Microsoft Threat Intelligence Analytics) TO#&4(& Microsoft Sentinel MENE
TR L. BESHEEZEUE I, £/, Microsoft Sentinel N\OOJERXE(CK> TlE, OTRER
REDWIB(CEFFAMMND . BAICESICHEZET DIHBENHDDET,

o HRHAI—R—=F)LIE. MFA (BEZRZG) OARZERIHCTERTETFEIN, UToRzE
BUGERLTLSIZE,

MFA (ZEZRZEE) ZHRAVWCIE<ZEIEKD, 7HD> b+ VT Z@EL. BE=FH(CK
BARERANSDHZELIDEDDZENTEET,

MFA (ZEZRERELD) ZFBVWEENRWNEE, PHD> bOtFa1UST« ZSE(CTDHEENND
DIz, MFA (ZERDI) ZFASND Lz <HERLFET,

s Microsoft Sentinel DD —2XX_X— X% Defender 7R—4)LICIE#E 9 D Microsoft Defender XDR
MEZEAINZHZE(E. —8YR— R SOAR H—EXTHERALTVDA > S7 > MEFL—)L
DEEICFHENHD D, Y—= R SOAR B—EINEBCEELRLVZE. XDR & (FER LR
TLIZELN,

Fi'— XDR &z XU IIZEE(E. BEZTH(CT XDRFEZEER L TEDTIIL—ILDIBFZO7«
TIEENT NTT Com DIEENFELETDeH. BRIVEDEIZEU)N,

o BEINLE. KRIREIHNEND VX TZEITDIEHCIREKZE 5 BFTEI7HI b 5 DETES
WMNZEEITUET . inkZ 6 BFIFT7HD> b 6 DU LFRET DHE(FEENLZ —EHEE
9. A—)LBRIICTHIR CRAIDIREKRZ 5 BFTET7HI> b 5 DFET. HKIRTRIRK - 7HD
> hEEBHWZUET,

(355 /1 X : Microsoft Defender for Endpoint. Microsoft Entra ID P2. Microsoft
Defender for Identity. Microsoft Defender for Cloud Apps. Microsoft Defender for
Endpoint &%= 1757 /(1 X)

«  BENAZEERTDIMRZENT (B : Low DV S— MHIREUBS(CEEBMNZITD) =E
EEZITOHE. $(C Microsoft Defender for Endpoint MIB&(C. BEIXL (TILAFv >4
&) DFEENELIRDIENS. 547> MID/I\ DA - IANEEDHENHDFT.
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2.00 - XZ1—38f (Threat Detection) (CHESEIE 2024 €9 H3H
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- ESRAKER [775— bLR— MER] ZBELEICHEV. HIBR.

- Logic Apps DEITHERDIRTFHAR DA HIBR

- Microsoft Entra ID Protection Hh'SUXE Y S04 DFEFE(C [ Security
Alert] DFEEHERN

- [ERCRSETEM4EE 1 4] COSHIHMSHEREE 2R

- Entra ID/MDO/MDCA m5 0 MDE BENHLEITHERE (A DIETE

2.03 ) ) 2025438 19 H
- JOJz v aFILb—EX, PS ORI EHIR
c BESIFEH A RFFRIERL(CHEDIELE
- BERIADAT S 3 28BN/ ZE/HIBRDHOIELER:E R 71858
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- Severity s%EDZEEILICHEDIELE
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