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Plan2 SA > A ZHRHFETHDINENGDFT,

- Azure 7> MEETFIC. Microsoft Defender for Identity &. Microsoft
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HDFET,

- Azure 77> REEFIC. Microsoft Defender for Endpoint &. Azure
Monitor. Microsoft Sentinel BMFE 3 DK ELFE T,

- Microsoft Defender for Endpoint TEEIRXIZRD Client iK(C(E. HES
FICT Agent "ETEMNMESNTWDIRENSHDFT,

Microsoft Defender for Endpoint U TV S — MIRET D EZFRIICS

RLIZEN,

- Microsoft Defender for Endpoint (&. #EEDEENHDEIN. AP—E
ATl [77>F2J4)LR] TEDR] D 2 DDOMEEE(CKR > CGEAZEITLET.
y)ircgizfé Ek)s;inder - Microsoft Defender for Cloud Apps S t>XEHBEFLETHINEND

OESC I

- Azure 7> BMEEFIC. Microsoft Defender for Cloud Apps &. Azure
Monitor. Microsoft Sentinel HMFES D18k & LFE T,

- Microsoft Defender for Cloud Apps EUTFPZS— MO RETDZEZS
AICTHERRSTZE LN,

) RDO=RULY MrEDBENZEMT D(C(E. MFA (ZERDI) =
HEWZEWTWDIRENSHDFT,

+ Microsoft Entra ID ®/\XTJ— RUtwv b ZHLDHZS. SSPR (LT
H—EX/RDT—RULY b)) ZBCLTLZREVWTWIRENGDFET,

- AZTLEZRXR AD ONXRT—RULY hEHBTTHEDHZEIC(E
Microsoft Entra ID (C writeback Z&EWZIZWTWDIHENHDFT,

- Microsoft Defender for Cloud Apps (&. F(CBRIRAES v+ R—IT &40
DHRENHDFE TN, AU —EXTE [BRIRA] OxcEEmUET,
glrcgsf?gé gggender - Microsoft Defender for Office 365 Plan2 S+ >R &HHETHINE

NepDFET,

- Azure 7> MBLF(C. Microsoft Defender for Office 365 &. Azure

Monitor. Microsoft Sentinel HMFES KR ELE T,
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[CCHERLTZELN,

UEBA? - UEBA OFIF(C(E. Microsoft Entra ID P2 OJURENKRAEERDET,
Z DIz, Microsoft Entra ID P2 SA T REHHETHDIREN B DFT.
-Azure 77> MBCL T (C. Microsoft Entra ID P2 & Azure Monitor. Microsoft
Sentinel WFE T DB ELF T,

- Microsoft Entra ID P2 EUTV S — M\ RETDCEZFRICTHRE
=0,

- Microsoft Entra ID P2 OOJWNEDS S, AHEDHWRELRDD(E
Microsoft Entra ID P2 & AuditLogs. SigninLogs MJ+C. Microsoft Entra
ID Protection (FBHIXRE(FIRD T A
Threat Detection® | - BESFDLF1UT v F/\AX*DO4Y (CEF/syslog FERDFH ML) &
Microsoft Sentinel (CEXDiAZ+. Microsoft MEE T IEBR>TUZT>X
EDIYF>IZBENICITV. AERBERZRI LIz &S (SBRZITVE
ER

- ¥F*—= K SOAR @ Threat Detection (&, Microsoft Sentinel H'RAETHE
U TULVB [(Preview) Microsoft Threat Intelligence Analytics] M7
IL=ILZFALUTVET,

- BEIETHSEREXINBO0UH. CEF FZRh Syslog FERDIHBE (. Microsoft
MRETDEBRA>TUS I AEDIY FUIRRICMR T, FMMRITS
ENBIENET, (EOFT/\AR WDRREILTZM EF21UFT 4T/ A XT
@ Action DFER)

-PRSFENSEESNBZ O CEF FZRh Syslog L DIBE . H'D. MDE
ZEHILUTWVDHBEETEI(E. Threat Detection DEAlZE U —(C. MDE D

BN EELE T,
- BESTENSEXRESNDOTN. CEF F2/Syslog FER TRWMEE(E. @Al
SNELEA.

2 UEBA [Z. /N1 R Tl32 <. Microsoft Sentinel (CEESN TV I EBIRFDIEEETT
3 Threat Detection (&, T/\A XA T(@2<, NTTOIZ2=5—33>X YR —TRSOARDAZ1—E&TY,

4 Microsoft Sentinel F TERTE 37—~ ORTIIDIELEL. Microsoft d Web - ~
(https://learn.microsoft.com/ja-jp/azure/sentinel/data-connectors-reference) Z&B<<EEL\., 550D
f T CEF/Syslog ISR M RDT /A R ERDET,
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- BESTFICT. EFa1UT 17/ A ROBROTRERTE.
I\—DFEEE L Sentinel N\OOJIERENBE T,

- Threat Detection ®E)(E 1 DTH., #AOTF21VUF 1 F/\AXDOT
%z Sentinel (CBRX L. 75— MBHMZRITRMDZENTEFT,

O thflxt—

3.3.3. Threat Detection CFIAROER DIRHEEMS

<Threat Detection DEMFHRIE>
e Threat Detection (IEEEFDLEF1VUT 4 F /A IAMNSESN T B CEF/Syslog EXDOT %
Microsoft Sentinel £ . Microsoft @ Threat Intelligence Td23 MDTI (Microsoft Defender
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~

Threat Intelligence) TYVYF>JUT. AEBEMERENNEBRNEINET,
e Ffo. RBEBEZITORHERDKRA MUYFETEEHE T, YR —> R SOAR ® MDE BEixiilz
CEDHBEE. MDE BRETEEMNUN SNEBRZIRET D ENTEETT .

-8
8
; @F v Mg ) <]
T“ internet servicenow. |[———— l.l
COBES o HE=FBYE
BE=FIBE Sentinel
Zscaler J J ‘ e
( rsyslog | QURLOT > « @TI map » MS TI Analytics
Agent * (MSDEEE)L—)LiER)
"\ Advanced MDE
* Hunting (RR EtRER)
1
™ 4
\ | < A == < QU AILAZFv > +AIR(BEHEE)
P ¥ a) XA Th= a4l
b) A UNG="BREE=1A A
Jtva> BEFISE Defender for Endpoint

<O —)\—DEH>

o OJHRY—/)\—(F. BESFHICTEYICHE.
DOTEHESIRLTIIZE0,

o OJ%fhkH—/)\—(F. TFa21UT1FT/\A X1 DICDE, 1 DOOJPMY —/)\—ZBEID &%
BBHLET #ROTF1VUFT T/ A XDOT%Z 1 DOOTH#RG —/)\—([CERX UL THEEDHD
EETEFEIN, UToRZzBRL TWZRHENSGDDET,

@® Microsoft Sentinel N5RT. EDFaAUFT AT /INAANSEESNTELEMNMIET DL
W TEEBA. (Microsoft Sentinel Tl&., LnOJdfkt—/(—msOTRESNTEEN
I TEFI, LIzh> T OJFMY —/)\—D/RR RE2EDMDOI K U TH L T EEHERL
TWEY)

HITERESNDIVENSDFT, EEOTE. UT

© NTT Communications Corporation All Rights Reserved.

12



—

docomo
business

@ CEF & Syslog TOJMEER LU TSN Dol HDET,
CNUCHEV, BURBDT 5 — MBRIA —)LOEMGPOMALTOND Z ECIRDFT,

<Oo&H4>

«  FoOd%. Microsoft Sentinel (COJ#RX L T ZEL), CEF/Syslog FeRdDHHR—
=NFE9d,

0% oES

EXDHER

OJIA

"E

CEF Di5&

WZA

- RequestURL

- DestinationIP

fB(C TRequestURL] ZF/z(d DestinationIP] MR &
E—ANEFENDILDTHELTLIZEN,
COOINRETERVNE, IOy (Microsoft
Threat Intelligence Analytics) ’"RIGE 3, AN E
BA.

- SourceHostName

IR MBRIBFECEASND 2. BB SFN Threat
Detection T/RR hitleBOIHZSEHETT,

BU. COOTNZETERVEETE MDE OOJ72E
(CTRR MBHRAFELIRZ A ET .

BEN (5

- Computer

OJfky—)(—%

X Threat Intelligenct 247 L— )L TIEEDNRNAY, A —
JLICEEDZHICHETT,

AX—=)UEUTFD 2 EHDFT.

O >>7F> MBHIOA—)L

QOUHELEADA—)L

Syslog @

Ba

- Facility

fBIC"cron"MRESNTWLBOJCH LT, SOy o
(Microsoft Threat Intelligence Analytics) H'RitUL
T. BEMTONET,

- SyslogMessage

fBIC, NEESED URL] F/z(d NBAISED IP 7 RLX] D
PR EE—ANEFNDBLSISHELTZSLN,

B#N(CH5

- Computer

OJ ity —/)\—%&

% Threat Intelligenct 47)L—IL TIEEDNIRNE, A —
IVCEHEDBTZHICHETT,

A—=)UVEUTD 2 BEHDFT .

@ A7 MNBEHOA-IL

@ OJHEBRIDA—)L

(&%) Microsoft Sentinel ™{14#% URL (https://learn.microsoft.com/ja-ip/azure/sentinel/use-

matching-analytics-to-detect-threats)
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<OJfHEEEs>
NF*—Z R SOAR Tl CEF/Syslog ERDOTERELIZEEIC, UTOEET. OJDRIEHSZ
BESHRICA-ILTEAUET,

«  BHMR:1HIE
« BAANS :1BZ &0, OJREASE. OJRMY—/(—Z&CFR

COOJEEBIHIDA =)L ZHBESH(CTHRI D ET. OTNMIER(CEXEM. Microsoft Sentinel
(CHRFSNTVDRZENMERTEEI . Fo. OTMBHRICARVEED,. EOCR> TLBIHEEERF. B
BEIFOTFIAUT 4T /I\AA0OT S — /= (CAREENRELTVWBRCENEZISNEIDT. &
R <IZE0N,

Fiz. #F/H (180 B) OJZENRVWOTH#MY —/)\—(IBE THRNSHIBRLET.

A=A A=

TO: (75— h@xkEEU)
FROM : (75— MNBHDXEETERELD)
TITLE : CEF/SyslogOJ0Z e =HMMSEUET

OAOCH OF~OBOOTZEM4E
- OJ bty —)\—dComputer® : OO
- OJ ikt —/\—dComputer® : OO
- OJ ikt —/\—dComputer® :  OOHF

3.3.4. RA>b

o RAZBEEF. EEEKBEORBED LUEMICHRELRDEAM T, AY—EXDATS 3> [EEMK
FERA> B T 5RA > RBAITEHWZRITET .

e NITOZa=Z4—>3>X tFaUFa 7 RINAHU -5 —(CIEEAKEZEMR T DRICIE. 7F
ESUTRA> hEBELEY,

o BESIHEHBFICHEARAD MRV EHBTEERA. BERTSUICIIRA > MISENEBA
DT, BEBERPESFTGEIATSa> (EEMERA> NEI) 22 HWZIZ<Z&CLD. 8
FATSNDIRA > NRZEBIVWEEITET,

. [B&0O0 7247/ BEhEN/ BExtl] OEEZ 1 7/\A ATEZZ NV <BEETEE. &bt
TAT> 3> (FFEERFERA > MNEN) BTV EZHERELTEDET,
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o MRATBE BESHEFMEREMBEOPFZITV. BF1UFTo 7 RIAHU -5 —(CTEER
BB VAR UK R THESNE Y. FRAE - HBRSOMEIRE(CK D BERIEENTD
n. FENMENDZEEHDFT,

o RAZPEFAMIBEFZEEER (CHET (BAMUREAEM CEA 1 HICHKIT) SN, HEIn
DD TERA > MIBDAKRICEKMUET . BRA > MIDRXIY—R—FIL L THERI D EN
TEXY,

(BE) DRII—MR=FIA A=

SELEHE =it

w—L > RAPEE

= R HER

BEEES =] ¥TH FERIREELER A > bast Pl BE
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FEAEIR B E CTOHR (CHE T 3R - EXFIAREZ —1E LU THEILAWLWWCEEFET,

s AT 3 (CDVTIE. RIEFAEEEHDEE A

7.1.5. B&

o AY—EXORESHARN B MERICEHLET,

o YHAERCEGHARGA C—EREOFEKEL, EEERAREERIC—HEMEDFERELET.

«  AEENEE. ZHRBEEUEENEEANEH 2 AR L35S, ZiRIREE L < (3221
ZEHZSTCAOHERBRIDABLET . T, ZHEFEENMERAKREMBUR LD ES. 2
HEEREZSORADOREBEIDFHREULET,

s D -EXDHEOEENGOBE. HHADAENZHEID ULET.

o ZHOBBRELIUVT—EXDRELENG > IZADRLERNE. ZHFERS LURLEUEEROBEZS
E(CEHHADH BN ZETELET,
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s BEIFHEICLODAT-—EXMBAFTICTCHRDSERNEBZRCIINRN D> IZHBEF. K
H—EXDOREDREFWVZUEEA.

o WEIREFEFZEIFEOEFRT THICENOENINS D IHE(F. ZHNEFEDEEICELT
BRI EN S DI EEFTICEF UEEDE D [CDWTCENICEUCBRADSINVEEZLET .

*  Microsoft Azure (C@H(C(E Sentinel A2 Logic Apps ZEHF ) OFA(CT T BREE(E. K
H—EXDORECEFEFENFT LA, IESRSHICTHZIWWZZBHENSGDFET,

7.1.6. =ttt

e NITOZa2ZH—23>X(GE KF - LEEE - 12593y MMaEE - JOF IV IREDSEN
FEAEL, AT—EXZRMHT DT ENRHMGEEART - ERDO—EE 32Dz ILETD
ZENBDET,

« ServiceNow. Azure Lighthouse. Microsoft Sentinel £/Z(ZHE=ZFE Azure FF> ~, OTHh
R —/\—EELTZIHBE. NTT 22125 —2 3> X(EAY —EXDO—EFEZ (RSB DRHENT
SIRVEEN B DFET,

7.1.7. DAL

o ZIDMILIE. BESFNSEHUIAHZIEVWCHZED THRIZTDEDESETWEREEET.
ZIEU. ZOHERUVAHCMEN'SHDIZEIRE. BEDTERVENHDFT., Fe. HERDDT
EfE(E. CHARIRIF (OB TS [CREA] ZE> TRASBTLWEZEEFT,

7.1.8. ZHDEEIR

o BEIFENMART-—EROHARNICEBDEEZESETDORBFOMEICER UIzEE. NTTOIZ1Z
T—2 3> XN =EFTDENBDDET.

7.1.9. %8

e NITOZa2Z5—23>XEARY-ERZRREETRHITDIEDOTHD. Z2HEE. NTTI=2
ZO—2a> ARG —-EX(CDVWTIERMS., R BRM. B ZRIAITDIEDTIFRNS
EZETHELU, ZBREODEICHBVWTAT—ERZFRAITDIEDELET,

e NTTOZa2Z45—33>2X(E. ARHOEERE(CKDENENAT —EXZFATDCHIZD
NTT O35 —33> XT3 EERD> TVDRE. THRQEMUNDRIE. TR E DR
BEREEFEE (UTF. CORCHNT [HERE] LLWWET) ZEIDIHBETHOTCE. TDN
BREICEITIERICDODVTIEEIELERE A
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e NTTOZa21Z4—>3>2X(E. AY—EANEHAENOMIBOMRE CES. RAI. B RSA
SIRRERBHFEINCNICROFRA) (CEELTVNDZE. BIUHARES OIS THIHRIEET
HDZELCDVWTHISFREZTNT . ZHEE U BFEEZNEDIY FI1—F—(CLD3HAES D
BTOARTG—EXDFAFZEFEZNEEC U FEZNEDIY R1—Y—DREFT —FHXULERR
EFT—SYDOHAEHNN S BARERNDBER(C LD TRELULVHIRBEEICDVWTENTT I=Z1Z
T—23>XEFEFZENFEA.

«  Microsoft Sentinel. Microsoft Azure 8K NTT A=Z1=Z45—>3>XMERTD. 75— b
B, BEIL, LiR—b, #ABERSE. SERERER. BRTFD ITRIBZRAUILEDOT(ER
. BESFIMTRIETOMFZTE(CRIATDIEDTEHDFEA., BEZTOHIIR(C LD EMR
VW ERE (CHEVWRE UMM D BRICENTE, NTTIZ2 =25 -3 3> X(EER
ZEVWEEA.

e NITIZa=Z5—>3>2XEF AU—EINIRTOEF1 VT OB KEZIRI. HE(E
LT D ECDNTHISRIZITHNT . CNSICEAEL TENECIEENMRELIZELTEER
ZEWNFEE A

* Azure Lighthouse &7z (3 Microsoft Sentinel A'&{E L/IRL\Z & (Microsoft (CE2EI 9D Azure
Lighthouse &7z (& Microsoft Sentinel DARE&., EARIZEAHFINNICEDFEA) (T
HUTARY—EXMMRHETERONES. NTT IZ1 =25 —> 3> XEEFZAVFRA.

c PBETHXIBET. Microsoft Sentinel Z(ZUsHE LT Azure DFREEEEIT D EICKD. K
H—EXNERCRHTERIRBARENGDEFT, TTHELLZSV, (T—FOARTIDEEZE
EEI D, OVRFHHRIEZEE I S, Logic Apps DIREEZEEJ D, Playbook H77HD> MMC
MFA (ZEBZRPEL) ZREIDRELZSEHFINNICROEEA)

o  LEDHBE. HEREDYDRUESBESTEETERWNZEBENSGDFTI., FLNTTIZ2
T3> XAITOBISENMME LD ITHEICE. FIERTIEENRENZUET,

7.1.10. b—EXDEELE

o AT-EXRF BESENSDRELEBACKIDARIZNEHRT URLENET.

7.2. BE5EH

7.2.1. ZHAICDOWT

o RHITIREHMEFIROERITEHESTOHM - BEELCSVWTITONDIEDEULFET.

9 Playbook A7 1> ~C MFA (ZBEZERIF) #RET D E. Playbook D—EPDIEEN EBIELIAS RO E T,
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75— hEE, Yy aR— ROBRIEETORRCE U TRIEPRRERPRLEZITOIEDT(EHD
FEA.

REFZORTREUEFEMCEIDIBFEINTT IZ 225 —>3>X(CRELET, BESE
DWEMER(CIRD> THIREHEET I N BESHLSDE=E (A - LRI TEEEA

7.2.2. Y—EX2ROFEARFIAICDONT

CHIARIBES LUEER (OB T D [TREAD (F. *E7xh <wa-sac-customer@ntt.com>hH
SA—)VBHNEZTEIDT, CORAAZNEDA—INZETETIRIICLTLIZEE . F
oo XMz D> O RIDED/IRT— RE. BBUAHRFCEESH(CTH L ZWZED
ZEAUNTT IZ21 =5 —> 3> S@HEHRUERA.
HREIY—R—F)LDBEX(E. FEETH <nttcomsac@service-now.com>DA—)LF7 RL M
5. BRIMNESNET . AA—IINRMETEDLD(CHRESNDIRENHDFT .
ENEFELRME. SN0 BREBENMSRELET.
ENEE. HEENORENIN G - RN S Z T CENERERMARBAF TORILWEAB T
SHELFET,
BEHEERNSDEHEUIAHIEMD ITDZENHDET, FHTTHEILZS,
NTTO=Z21=Z5—33>X FaUT0 7 RIAHFU—t> 5K I(IC K DERZEBDMME:(CSZME
ZEEIHBETE. BESTOEBNMEILTDRED I X UFEH/IRDIzs. DR/BCP MiFZE 5
RVERAHI SR D TVET,
Microsoft Azure (BE=FEFF> ~). Microsoft 365 E5 Security, TF+a1 U &RERE,. O
It —)(—, ik, /Y>>, Y—){— 0S. 7TV —> 3> BHROLRRCET IRNED
B, BRURERECDNTIE. BRIFTTETEEA.

(ZHD> bOHERICDNT) ITEPRTFIEEDZD. BESETFT>2 bDTHI> hZESWZ
R<ENHDET,
H—EXDRMHE TR 7N D> MRIDZERZE LFEIDT, ECTITTRXTERNKDIC
ez HFENLET,
HIR78 E THIBENMMEIRISE (CIERZBMNSVWEE<BENSDFT.
Threat Detection ZHIA I DHZE(C(F. BESFDOLEF1UT«F /A X - OTFitH —/)(—D5%
ENEYSERESNTVDIREND DFT, BUICEHESNTULVRWEE(E, Threat Detection D
HEENEE CMELRWEENHDET,
Threat Detection ZHIA I DIZE(C(E. 75— bDEEZHZH NTT I=21 =25 -3 > X
THWHOS w7 (Microsoft Threat Intelligence Analytics) & ON (CF 3z, BUAAR> kO
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DEFEDBRHA T ISIAA ST —F—PHRILN PS—NL—=ILEATICT D720
HULFET,

« OO w (Microsoft Threat Intelligence Analytics) TO#&4(& Microsoft Sentinel MENE
TR L. BESHEEZEUE I, £/, Microsoft Sentinel N\OOJERXE(CK> TlE, OTRER
IREDUIR(CIERIN MDD BRICES(ICHEZET DHEENDDET,

o HRHAI—R—=F)LIE. MFA (BEZRZG) OARZERIHCTERTETFEIN, UToRzE
BUTERLTLIZE,

MFA (ZEZREE) ZHARVWZIE<ZECKD, PAD> botFa1UFTZEEL. BE=F(CK
BDRERANS DB HZELDEDHDZENTEFT,

MFA (ZEZRERELD) ZFBVWEENRWNEE, PHD> bOtFa1UST« ZSE(CTDHEENND
DIz, MFA (ZERDI) ZFASND Lz <HERLFET,
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T REEE

N==3> | FREE B

1.00 WhRFEAT 202343 H31H
-[Microsoft Defender for Identity |—[Microsoft Defender for Identity

1.01 2023 7H12H
/ Fusion]
- MDI (CRH9 DR e it

1.02 2023411 H22H

« BRI —R—5 LB OB WSO EZHELE

- [Playbook 770> BT MFA ZMNFDZ ENTERV] EZ=BARS
1.03 20241 817H
- [NTT Com 1EEAZEH ] DIARIE

- ¥ Z&E [Azure AD] — [Microsoft Entra ID ]

1.04 - FBREADEETA )L RLUREIE 2024 5H22H
- BEENEREDRFIAY MEZEBEDRFI A MEICEE
2.00 «- XZ1—3Bf0 (Threat Detection) (CHDEIE 2024 9H3H
2.01 - RFa1 A NRDEE 2024 9H 18 H
- )\ oT7w Itk S TAADNonInteractiveUserSignInLogs )
2.02 [Non-Interactive User Sign-In Logs (Preview) | ZH|Bk. 202411 H29H

- AEEAKIR 75— bL7R— MERK] ZFELE(CEEL. HIBR,

- Logic Apps DEITHERDIRTFHAR DA HIBR

- Microsoft Entra ID Protection MSUNET S0 DIEFE(C [Security
Alert] DFEEHERN

503 - [ESICESETEMHEE 1 4] EOWSFRIL SHERESEZR 20254 3 H 19 B
- JOJ1TvS3aFILB—EXR, PS OREZHIBR

- BESFHA RIFRER (CHEDIELE

- BERADAT S 3 BN/ E/HIBROHDIRERIBER Z BT
A FFRICEALT. EERICAIL TG D ZTZHIEIE
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